Covid-19 attacks {#cesec10}
================

The US Cybersecurity and Infrastructure Security Agency (CISA) and the UK\'s National Cyber Security Centre (NCSC) have issued a joint advisory to organisations warning of an increase in cyber attacks exploiting the Covid-19 pandemic. "Both CISA and NCSC are seeing a growing use of COVID-19-related themes by malicious cyber actors," it says. "At the same time, the surge in teleworking has increased the use of potentially vulnerable services, such as virtual private networks (VPNs), amplifying the threat to individuals and organisations." Threats observed include phishing and malware distribution using Covid-19 themes as lures, the registration of large numbers of domain names related to coronavirus or Covid-19, and "attacks against newly -- and often rapidly -- deployed remote access and teleworking infrastructure". The advisory is here: [www.us-cert.gov/ncas/alerts/aa20-099a](http://www.us-cert.gov/ncas/alerts/aa20-099a){#interrefs10}.

TrickBot\'s new trick {#cesec20}
=====================

The operators of the TrickBot malware are distributing a malicious Android app in an attempt to circumvent the two-factor authentication used by banks to authenticate transactions. According to researchers at IBM X-Force, the app, which they\'ve dubbed TrickMo, is in active development. Victims in Germany whose machines are infected with TrickBot are encouraged to install the app via web injects while they are online with their banks -- so that it appears that the bank itself is promoting the app. TrickMo can intercept various kinds of transaction authentication numbers (TANs) including one-time password (OTP), mobile TAN (mTAN), and pushTAN authentication codes. There\'s more here: <https://ibm.co/3b64COx>.

Windows font flaw {#cesec30}
=================

Cyber criminals are actively exploiting two zero-day vulnerabilities that affect all currently supported versions of Windows. The remote code execution (RCE) flaws reside in the Adobe Type Manager (ATM) Library, which is included in Windows by default. The weakness can be exploited by a carefully crafted font embedded in malicious documents that, when opened or previewed in Windows Explorer, could run arbitrary code. Until a patch is released, Microsoft recommends disabling the Preview Pane and Details Pane in Windows Explorer, which will mean OTF fonts are no longer automatically displayed. Alternatively, you can disable the WebClient service, which will block what Microsoft described as the "most likely remote attack vector". Microsoft\'s advisory is here: <https://bit.ly/3b7iQ1s>.

Emotet overheats victim {#cesec40}
=======================

Microsoft has reported an incident in which an organisation\'s network was brought to standstill after an infection with Emotet malware caused all the PCs to overheat. Having spread across the network, the malware ran the PCs\' CPUs at maximum load. The malware also overloaded the network and reduced its Internet connection to a crawl. The attack started when one employee opened a phishing email attachment. The employee\'s credentials were stolen and used to launch further attacks and achieve more infections. Eight days later, the unnamed company could no longer operate. There are full details here: <https://bit.ly/2V3uF3a>.

Dark Nexus {#cesec50}
==========

Bitdefender said it has discovered a new Internet of Things (IoT) botnet that is currently being used to mount distributed denial of service (DDoS) attacks and spread a variety of malware. Dubbed Dark Nexus, there have been around 40 versions released since December 2020, with payloads targeting a dozen CPU architectures. The malware uses parts of the Qbot and Mirai source code, but the core modules are brand new, allowing it to deliver customised payloads. It compromised devices via Telnet credential stuffing. The report is here: <https://bit.ly/2VukfbM>.
